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VIDEOCONFERENCING AND 
PRIVACY – WHAT’S ALL THE  
CHAT ABOUT?
There has been much comment lately about the privacy and security standards of videoconferencing 
as a service platforms (VaaS). We explore what the problems are and what you can do to keep you and 
your company safe during virtual meetings.

CRITICISM
With the advent of global lockdown caused by the Covid-19 pandemic, VaaS have seen an 
unprecedented increase in daily traffic and within this short time, these platforms have become an 
integral part of every industry and social group worldwide, including recently being used at the House 
of Commons for its historic first ever virtual sittings. In short, they are helping the world to keep on 
seamlessly working and socialising during lockdown.

It is clear, however, from a wave of privacy and security related criticism over the past two months 
that the VaaS industry was (understandably) not prepared sufficiently for this incredible surge in 
popularity and usage. Some of the most popular platforms’ privacy and security practices are clearly 
not up to scratch, particularly for European users who are protected by and subject to the GDPR. 
Cleverly worded and overly lengthy privacy policies reveal some questionable personal data and 
security practices such as:
• sharing users’ data with social media channels and receiving personal details (such as telephone 

numbers and post codes) from social media channels without adequate user consent;
• silently installing features which (unintentionally) compromised the security of certain devices, 

enabling hackers to take control over those devices;
• various inadequately secure features which enable uninvited users to join meetings, such as easy 

to guess meeting codes or requiring positive steps by legitimate users to increase safety and block 
unwelcome participants, rather than having these features enabled as standard;

• not gaining explicit consent to advertising;
• misleading statements regarding encryption which imply that users are better protected than they 

are; and
• allowing users to record meetings without the consent of other users.

RELEVANCE TO DATA PROTECTION LAW
The GDPR applies whenever a controller or processor is handling European citizens’ personal data. 
It requires that appropriate technical and organisational measures are in place to implement the 
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data protection principles and safeguard individual rights - known as ‘data protection by design and 
by default’.

Crucially, the GDPR also requires controllers to: identify valid grounds for collecting and using 
personal data; use personal data in a way that is fair; not process personal data in a way that is 
unduly detrimental, unexpected or misleading to data subjects; and be clear, open and honest with 
people from the start about how their personal data will be used.

It doesn’t take Sherlock Holmes to notice some glaring discrepancies between these requirements 
and some VaaS providers’ use of personal data and general lack of security.

WHY DOES IT MATTER
If you are a company and have subscribed to one of these platforms for use by your employees, that 
platform may be handling your employees’ personal data as your processor. Therefore, you will be 
responsible under data protection law for ensuring your employees’ personal data is handled in 
accordance with the law. If you are an individual user (consumer or business) attending confidential 
virtual meetings, you also need to be aware of the risks and how to minimise them, in order to 
videoconference safely and with confidence.

WHAT YOU NEED TO KNOW
Some VaaS providers have already installed high levels of encryption and other security measures 
to help keep hackers out. However, there are still some serious shortfalls across the industry, so it is 
important to be aware of these and to use the tools available to keep your data safe. Below is a list of 
some of the factors to consider and steps to take:
• some VaaS providers have produced helpful guides for users on how to protect their privacy during 

virtual meetings, including:
 � using specifically created links for public meetings and not generic links that users will be able 

to access again at a later date;
 � using features that require the host to admit each participant into the meeting. This feature 

varies and some platforms offer a combination of features for added security, for example:
 � ‘locking’ the meeting so that either no new participants can join, or new participants can join 

on invitation only by an existing participant;
 � requesting that the host is notified when (invited or uninvited) users request to join the 

meeting and only allowing access with the host’s consent; and
 � automatically muting participants on joining the meeting.

 � requiring a password or passcode to enter meetings (which should be shared separately to the 
meeting link, where possible);

 � disabling any file sharing and / or private message features; and
 � removing unwanted or disruptive participants, where possible (although query whether it 

might be a bit late, by that point).

• you should review the VaaS provider’s privacy policy and any relevant data processing terms in 
your contract with the VaaS to make sure that you know how it will be handling your data or the 
data of your employees. While reviewing a privacy policy alone will not help resolve the problems, it 
will help you understand how personal data might be handled, raise issues and make informed 
decisions. Some platforms may offer alternatives such as European based servers on which data 
can be hosted. Reviewing and challenging data processing terms will help demonstrate to the ICO 
that you are taking steps to comply with your obligations under data protection law, to protect your 
employees’ data. Useful points to help with this process include:
 � it is a common misconception (and one which is prevalent in the VaaS industry) that it is 

sufficient to simply cite ‘legitimate interests’ as the lawful basis for collecting and processing 
personal data. However, ‘legitimate interests’ on its own is not a lawful basis. To be GDPR 
compliant, the specific legitimate interests concerned must be clearly identified and made 
known to data subjects;

 � some VaaS providers use personal data for marketing purposes without the user’s explicit, 
opt-in consent. Except in a few, narrowly defined circumstances, this is not GDPR compliant. 
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These VaaS providers are generally not open enough about the basis on which such data is 
collected, stored, used and shared. Therefore, it is not possible to say if these practices are 
GDPR compliant, but it seems unlikely; and

 � as with marketing communications, consent to cookies must be opt-in, not opt-out. Some VaaS 
providers do not adopt this approach, which means they are not GDPR compliant. However, 
there are varying degrees of non-compliance with this obligation. Indeed, many websites 
worldwide still adopt an ‘accept all or access nothing’ approach. Conversely, while VaaS 
providers may default to accept all cookies, some do include easy to adjust, opt-out features. 
This approach, although not GDPR compliant, is certainly preferable.

• read up on the various security features available on the platform you use or are considering using. 
Positives to look out for include:
 � a high standard of encryption (ideally this should be end-to-end encryption, but only a small 

number of VaaS providers seem to offer this);
 � prominent, in-app security features; and
 � for US-based VaaS providers, it is also worth checking whether they are self-certified under 

the US-EU Privacy Shield and if so, when they self-certified. If they self-certified after the 
advent of the GDPR, it is more likely that their privacy and security standards will meet 
European requirements.

No doubt more teething problems will emerge as the VaaS industry settles into its new role at the 
front and centre of the global economy. In the meantime, users should exercise caution and take 
measures to protect the privacy and security of their data, as outlined above.

WHAT DOES THE ICO SAY
In its blog note of 16 April, the ICO gave the following guidance to organisations on the use of 
videoconferencing technology:

‘Video conferencing technology must be transparent. Users need to know how their data will be 
processed, as well as having choice and control over it. So you should make use of privacy and 
security features. These can include restricting access to meetings using passwords, controlling 
when people can join the meeting or controlling who is allowed to share their screens. Think 
about who and how you share the meeting ID or password.

You should make these choices before you start the meeting and consider providing employees 
with clear advice on which features to use and how.’

In the same blog, the ICO also recognised that organisations may have been forced to act quickly and 
adopt technologies to enable remote working that they may not have properly investigated in terms 
of privacy and security. However, organisations should not become complacent just because the ICO 
recognises that emergency action was necessary. In fact, it states clearly that:

‘In a time of crisis, decisions are often made quickly in order to get the job done. But in the 
long run, circumstances can change and the risk balance case might look different. There is no 
reason to remain committed to using a particular tool or service forever just because you used it 
in an emergency. Re-visit your decision when you eventually have time and resources to do so.’

In short, those handling personal data should remain vigilant in constantly reviewing and upholding 
high standards of data privacy and security.

If you have any concerns or questions about any of the issues covered above, please contact  
Dennis Lee, Olivia Mulvany or the data protection team at BDB Pitmans.
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